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Hyperlink BIS 
 
Timeline of central bank activities on CBDC Graph 1 

 
Source: Auer et al (2020). 

 

Hyperlink BIS 

 
Cash vs electronic money in today’s two-tier monetary system Graph 2 

 

Cash is a direct claim on the central bank, while deposit accounts are claims on the commercial bank. Commercial banks back some of these 
claims by holding reserves at the central bank, but such value backing is never full. A CBDC that is unaffected by financial crisis must be a 
cash-like direct claim on the central bank. 

Source: adapted from Auer and Böhme (2020b). 

 

  





Unit of Value 

Design Handbook for Central Bank Digital Currencies Working Dra�, 2020, Concordia
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Unit of Value Enactable by Description CB Role
Free-Floating RSCoin [33] The digital currency is managed by the central bank but is not

directly tied to the governmental currency
• • •

Central Bank
Deposit

Fedcoin [49],
DDR [62],
Account-based
e-krona [72, 73]

1 dUSD is equivalent in value to 1 USD that is currently de-
posited in an account with the central bank. An owner of 1
dUSD is entitled to the interest that would be paid at the bank’s
deposit rate. An owner of 1 dUSD can redeem it for a deposit
of 1 USD into their reserve account at the central bank.

• • •

Central Bank
Withdrawal

Value-based
e-krona [72, 73]

1 dUSD is equivalent in value to 1USD that has been withdrawn
from an account with the central bank. An owner of 1 dUSD
can redeem it for a deposit of 1 USD into their reserve account
at the central bank.

• •

MSB Issuance Digicash [28],
Liberty Reserve [65],
‘Stablecoins’ [30],
JPM Coin [44]

The same as central bank deposit/withdrawal above except that
the CBDC is issued by member banks or MSBs instead of the
central bank. The central bank does not play an active role. It
only provides regulatory oversight.

•

Table 1: Summary of a variety of approaches to de�ning the unit of value in a CBDC and the role of the central bank under
each de�nition. Provided examples are (past and present) technologies well-suited for each.

2.1 Free-�oating
A central bank could maintain dUSD as an independent currency
from USD allowing the exchange rate to �oat. If dUSD is managed
with similar operational targets (e.g., short-term market interest
rates), they might maintain relative parity. However if material
di�erences emerge between how and when dUSD is used by �rms
and consumers, as opposed toUSD, their values are likely to diverge
(this can arise under other circumstances as well; e.g., quantitative
limits on dUSD [31]). Further, commercial banks might opt to never
loan dUSD, nullifying interest-rate targeting as a monetary policy.

A central bank deploying a free-�oating design would have to be
con�dent it could manage the currency even if it was restricted to
only managing the currency by setting the quantity of money. Un-
fortunately this operational approach—using quantitative targets—
has been tried historically by central banks and has been largely
abandoned across theworld for several decades [53]. On the positive
side, managing two distinct currencies used for di�erent purposes
within the same market provides the central bank with another
degree of �exibility. A central bank wanting to target e�orts at
easing credit to speci�c sectors might to choose to act within only
one of its two currencies, USD or dUSD.

The Marshall Islands, which has no central bank and uses USD,
is developing a free-�oating sovereign digital currency (on the
Algorand [42] DLT) to temper USD usage [69]. RSCoin is a technical
proposal for a DLT-based CBDC that enables central banks to issue
free-�oating independent digital currencies [33].2

2We note that RSCoin is a general framework that could implement any of the
designs in this section and that the authors only brie�y discuss how currency is issued,
however a free-�oating CBDC seems to be the design intent.

2.2 Central Bank Deposit & Withdrawal
In the next two designs, any member of the central bank can ex-
change USD deposits with dUSD (and vice-versa) on demand. This
low-friction convertibility between dUSD and USD, guaranteed by
the central bank, results in parity between the value of dUSD and
USD. The di�erence between these two designs is a philosophical
one: (1) should the dUSD be treated like it is still on deposit at the
central bank where it earns interest (which we call the central bank
deposit design), or (2) or should dUSD be like treated like a digital
banknote that has been drawn down from the account and does not
earn interest (which we call the central bank withdrawal design).

A deposit design requires interest payments on dUSD at the
reserve rate (or another rate [36]). Since a CBDC is likely to operate
as a 24/7 payment system (no overnight holding) with real-time
settlement (dUSD can change hands many times over a period of
time), when and to whom an interest payment is made will need
careful speci�cation, as well as the conduit for the payment itself:
in dUSD, in USD, from capital, or through money creation.

It appears on �rst glance that a deposit design implies that dUSD
can only be held by members of the central bank, and raises the
question of whether the central bank should o�er membership to
the general public. We address this in section 4. For now, we point
out that all customers could accept and transact in dUSD even
without an account at the central bank, knowing that the dUSD
will eventually �ow back to an entity with an account.

Consider if Alice (with no central bank membership) is given
dUSD by AB&C Bank (with central bank membership). Trivially,
she can hold it on deposit at AB&C—as a consequence, the dUSD is
a liability of AB&C not the central bank. However if the CBDC sys-
tem allows anyone to create a bank number (or blockchain address),
Alice could hold dUSD as a liability of the central bank without
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System Centralization 

- Blockchain or not?
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• Blockchains and (distributed) systems/databases are similar 
• Blockchains are suitable for very small data (e.g., 1MB every 10 min) 
• Blockchains do not support complex queries (“give me everything”) 
• Blockchains offer security guarantees: code executes correctly, data is 

immutable, some nodes can be malicious nodes



System Centralization 

- Blockchain or not? 

System Functionality 

- Payments only 

- Payments + Web3 



Dematerialization 

- Tokens 

- Accounts



Discussion Points: 

- Institutional Risks 

- Unconventional Monetary Policies (QE, NIRP, Helicopter money) 

- Future of Banknotes 

- Sanctions 

- Data Tracking 

- Usability







In designing money, national authorities already 
face a trade-off between satisfying legitimate user 
preferences for privacy and mitigating risks to 
financial integrity. 



The appropriate degree of privacy, as also judged 
by society, is a challenge in a digital environment. 
For CBDC, the appropriate degree of privacy of the 
currency would need to be considered carefully, 
which could entail difficult public policy design 
choices for a central bank.



Privacy: The digital dollar will support a balance between 
individual privacy rights and necessary compliance and 
regulatory processes, decided upon by policymakers and 
ultimately reflecting the jurisprudence around the Fourth 
Amendment



Canadians are concerned about maintaining an 
appropriate degree of privacy both in relation to private 
businesses, such as merchants and payment providers, 
and in relation to the government… How much privacy 
should be available, and from whom, is an important 
public policy issue.
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Many Stakeholders 
• Central Banks 
• Established Commercial Banks 
• Emergent Commercial Banks 
• Payment Providers  
• Enforcement: AML  
• Enforcement: ATF (CFT) 
• Enforcement: Financial Crimes 
• Enforcement: Tax Avoidance 
• Depository Insurance 
• Federal Government  
• Typical Residents/Citizens 
• Vulnerable Residents/Citizens  
• Unbanked 
• Foreign nationals 
• Tourists 
• Investigative Journalists 



Key Stakeholders: 
• Law enforcement: Prevent crime that involves payments 
• Data holders: Commercial banks, payment processors and merchants 
• Privacy enthusiasts: Typical users, regulators, privacy advocates
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Law enforcement Data holders

• Key conflicts: 



Privacy enthusiasts 

Law enforcement Data holders

• Key conflicts:  
• Law enforcement want to 

ensure someone can 
service their authorized 
requests for financial data, 
but are neutral on who



• Key conflicts:  
• Data holders wish to avoid 

the expense of servicing 
law enforcement and 
regulations 

• Data holders have internal 
conflicts over the exclusivity 
of their financial data, 
which can be monetized

Privacy enthusiasts 

Law enforcement Data holders



• Key conflicts:  
• Privacy enthusiasts oppose 

indirect collection and 
monetization of their 
personal information 

• Privacy enthusiasts support 
low crime rates but are 
concerned about law 
enforcement mistakes, 
corruptions and overreach 

• Law enforcement is 
concerned with the 
impediments to 
investigations posed by 
privacy enhancing 
technologies Privacy enthusiasts 

Law enforcement Data holders
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Cash Ok

Payment Network Good

Cryptocurrency Ok/Bad

Soft Privacy CBDC Good

Hard Privacy CBDC Ok
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L → P P → D P → L D → D D → L

Cash Ok Good

Payment Network Good Bad

Cryptocurrency Ok/Bad Good

Soft Privacy CBDC Good Bad

Hard Privacy CBDC Ok Ok



Law 
enforcement Privacy enthusiasts Data holders

L → P P → D P → L D → D D → L

Cash Ok Good Good

Payment Network Good Bad Bad

Cryptocurrency Ok/Bad Good Good

Soft Privacy CBDC Good Bad Ok

Hard Privacy CBDC Ok Ok Good



Law 
enforcement Privacy enthusiasts Data holders

L → P P → D P → L D → D D → L

Cash Ok Good Good Good

Payment Network Good Bad Bad Neutral

Cryptocurrency Ok/Bad Good Good Good

Soft Privacy CBDC Good Bad Ok Good/Bad

Hard Privacy CBDC Ok Ok Good Good/Bad



Law 
enforcement Privacy enthusiasts Data holders

L → P P → D P → L D → D D → L

Cash Ok Good Good Good Neutral

Payment Network Good Bad Bad Neutral Neutral

Cryptocurrency Ok/Bad Good Good Good Neutral

Soft Privacy CBDC Good Bad Ok Good/Bad Neutral

Hard Privacy CBDC Ok Ok Good Good/Bad Bad
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Soft privacy & soft auditability Electronic retail • • • • • • • • • •
Hard privacy & hard auditability

Full anonymity zcash

Privacy for payers GNU Taler • • • •
Privacy for payees Stealth address •
Privacy threshold PRCash • • • •
Privacy budget UTT • • • • •
Privacy w/ aggregate disclosure zkLedger • • •
Privacy with alibi Monero � � � � � �

Table 2: No hard-privacy system adequately addresses all realistic concerns when trading o↵ between privacy
and crime-fighting. • indicates the privacy type provides accountability against the financial (or financial-
adjacent) crime in the corresponding column if investigators locate and access the correct data. � partially
fulfils accountability. Color-coding and stylized quadrants relate to Figure 3.

to also apply softer discretion and have an onus to recognize attempts at obfuscating such payments.
The purpose of hard auditability is to gain easy access the most suspicious payments while relying on

soft privacy to safeguard the residual payments. However since hard auditability rules are most e↵ective
when clearcut (e.g., transactions between two entities that exceed $10K USD within 24 hours), it has been
questioned if these are actually the most useful to law enforcement or if they are just the easiest to codify.
Another challenge with hard auditability is that publicly known rules can be evaded (e.g., breaking large
transactions into smaller ones executed between a variety of entities to obfuscate the fact that the payment
ultimately flows to a single entity, which is called smurfing). Even if rules can be evaded, the increased costs,
delays, and friction of obfuscating payments can be a deterrent.

3.3 Hard Privacy and Hard Auditability

In this quadrant, a machine-decidable rule is established to decide if a payment is accessible by law enforce-
ment or if it will be given cryptographic protection that precludes access (at least, without the involvement
of a party to the transaction). Examples from the literature develop the appropriate cryptography (typically
employing advanced privacy enhancing technologies like zero-knowledge proofs, homomorphic encryption, or
blind signatures from Table 1) for applying privacy in a conditional way to payments.

The main takeway from the previous two soft privacy quadrants is that hard auditability is not a regime
onto itself, but works in concert with soft auditability. This is often misunderstood by those who advance
hard privacy with hard auditability. Without soft auditability as a fallback, the audit rules need to be more
precise than the rules from the previous section, or they will impede law enforcement investigations.

The far-end corner of this quadrant a↵ords full anonymity to every transaction, leaving no auditability
of the payment records. While it might sound extreme, it is in fact a sensible location to consider for a
CBDC. It would be the embodiment of true digital cash, since transacting with cash (banknotes) does not
create a payment record by default. A CBDC could emulate this with either tamperproof hardware that can
exchange value o✏ine (hypothetically at least, as sophisticated hardware attacks are feasible if the gains are
high enough) or with strong encryption akin to some cryptocurrencies (e.g., zcash [2]). It is also important
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• Central Banks do not want to run a CBDC alone (a “direct CBDC”): 
• Complex logistics 
• On-boarding every user is expensive  
• Disruption to the banking industry 

• Arguments from a privacy perspective for a direct CBDC: 
• Central banks are trustworthy on data privacy issues 
• Financial tracking rules are streamlined 
• Hard privacy doesn’t work well at this level 

• Arguments from a privacy perspective against a direct CBDC: 
• Less consumer choice 
• Corruption within government 
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