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Iransaction output Is correct

| believe it because | ran it myself (de facto)

. | believe it because it was sighed by lots of people (PoA)

| believe it because it someone put a lot of POW into extending it (SPV)

. | believe it because | checked a mathematical proof (zk-rollup)

. | believe it because someone staked on it being correct (optimistic rollup)
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Gl A W N

Iransaction output Is correct

| believe it because | ran it myself (de facto)

. | believe it because it was sighed by lots of people (PoA)

| believe it because it someone put a lot of POW into extending it (SPV)

. | believe it because | checked a mathematical proof (zk-rollup)

. | believe it because someone staked on it being correct (optimistic rollup)

Optimistic rollups are 5 (+2 in practice)
They are “optimistic” because you still need to do (1-4) if there is a dispute
Idea: make spurious disputes costly so they do not occur: all assertions require ETH

Idea: make disputes have low gas costs: dispute is narrowed to one OPCODE in the
execution path
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= Executing transactions
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Optimistic Rollup

On-Chain (L1): Ethereum Off-Chain (L2): ArbOS

tx=addr.f(p)
~___Record (cat1data) but
do not execute

SequenCer_,ﬂ:,,

Gasless
Pack
Amortize gas
MEV
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Optimistic Rollup

On-Chain (L1): Ethereum Off-Chain (L2): ArbOS

tx=addr.f(p)

.. EXeCUHOn

=
State Update

WAIT 7 DAYS
FOR DISPUTES

Note: zk-rollups avoid



Optimistic Rollup

On-Chain (L1): Ethereum Off-Chain (L2): ArbOS

tx=addr.f(p)

e SN, ExeCUHOn

@final : {

© rblock
State Update

Note: zk-rollups avoid



Off-Chain (L2)

Ethereum

Inbox

On-Chain (L1)
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On-Chain (L1): Ethereum Off-Chain (L2): ArbOS
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On-Chain (L1): Ethereum Off-Chain (L2): ArbOS
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L Mint 10 ETH

State Update
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Bridge: Withdraw

On-Chain (L1): Ethereum Off-Chain (L2): ArbOS

E INnbox U\-.*;_.wml_ww_wa Execution

¥ Burn 10 ETH

- rblock ‘
State Update




Bridge: Withdraw

On-Chain (L1): Ethereum Off-Chain (L2): ArbOS

5 @l Inbox

Mfinal :
oo o TDLOCK:




Bridge: Withdraw

On-Chain (L1): Ethereum Off-Chain (L2): ArbOS

ol Inbox

exit in Y Outbox
rblock = w -




Bridge: Withdraw

On-Chain (L1): Ethereum Off-Chain (L2): ArbOS
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= Withdrawals take 7 days (at least... disputes could make longer)
= O disputes yet
= Shorten 7 days but it is complicated -> hard to see it being minutes / hours
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The problem

= Withdrawals take 7 days (at least... disputes could make longer)
= O disputes yet

= Shorten 7 days but it is complicated -> hard to see it being minutes / hours

= | just sent a transaction, will it be finalized?
= |n layer 1 mempool: maybe, maybe not

= |n layer 2 rblock: if rblock is valid, it must finalize (already sequenced in inbox)
= “Eventual finality”

= My exit is sitting in an rblock, it will come out in 7 days, maybe | can sell it?
= “Tradeable exits”



Some other solutions

= Any exchange: ETHp1 «&ETH.2
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means the property is not satisfied. For our work, ~ means we propose how to fully achieve the
property but do not by default (see caveats in Section 6.1).
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Some other solutions

Any exchange: ETHL1 <ETH.2

Type Example

Normal Exit (baseline)  Arbitrum

Centralized Coinbase

HTLC Swaps Celer

Atomic swap bug:
One party can
selectively delay
or abort

Conditional Transfers StarkEx

Bridge Tokens Hop
Tradeable Exits This Work
Hedged Tradeable Exits This Work

Table 1 Comparing alternatives for fast withdrawals from optimistic rollups for liquid and
fungible tokens where e satisfies the property fully, o partially satisfies the property, and no dot
means the property is not satisfied. For our work, ~ means we propose how to fully achieve the
property but do not by default (see caveats in Section 6.1).




A
Any exchange: ETH1 «<ETH.2 BB
SN
@ﬁ ) 2
NN & &
> ZAS RS
& P S A,
S > W & .o NV
\3{’ . \Q\, . \Qx % §</(, &,\/ &Q
0 & o0 X
Type Example S~ St RO
Normal Exit (baseline)  Arbitrum e o o
Centralized Coinbase o o o o °
HTLC Swaps Celer e o o °
Conditional Transfers StarkEx oVl iwe g
Bridge Tokens Hop Ollina0 S 1o o o
Tradeable Exits ThisWork e ~ e e e e

Hedged Tradeable Exits This Work e ~ e e e e

Table 1 Comparing alternatives for fast withdrawals from optimistic rdllups for liquid and
fungible tokens where e satisfies the property fully, o partially satisfies the property, and no dot

means the property is not satisfied. For our work, ~ means we propose how to fully achieve the
property but do not by default (see caveats in Section 6.1).



A
Any exchange: ETH1 «<ETH.2 BB
SN
@ﬁ ) 2
NN & &
> ZAS RS
& P S A,
S > W & .o NV
\3{’ . \Q\, . \Qx % §</(, &,\/ &Q
0 & o0 X
Type Example S~ St RO
Normal Exit (baseline)  Arbitrum e o o
Centralized Coinbase o o o o °
HTLC Swaps Celer e o o °
Conditional Transfers StarkEx oVl iwe g
Bridge Tokens Hop Ollina0 S 1o o o
Tradeable Exits ThisWork e ~ e e e e

Hedged Tradeable Exits This Work e ~ e e e e

Table 1 Comparing alternatives for fast withdrawals from optimistic rolluﬁs for liquid and
fungible tokens where e satisfies the property fully, o partially satisfies the property, and no dot

means the property is not satisfied. For our work, ~ means we propose how to fully achieve the
property but do not by default (see caveats in Section 6.1).



Tradeable exits

= Alice has an exit for 10 ETHL2 that is pending for 7 days
= Give Alice a claim as a transferable token: 10 ETHxx
= Bob has 10 ETH_1

= Alice and Bob swap



Tradeable exits

Alice has an exit for 10 ETH.2 that is pending for 7 days
= Give Alice a claim as a transferable token: 10 ETHxx

Bob has 10 ETH.1
Alice and Bob swap

Remaining problems:
= Bob needs to be an Arbitrum validator to believe the 10 ETHxx will finalize
= 10 ETHL2 > 10 ETHx«

= Price ETHxx?

= |Implementation



Tradeable exits

= Bob needs to be an Arbitrum validator to believe the 10 ETHxx will finalize
= |nsurance: covers withdraw amount if rblock does not finalize
= |nsurance is a safe bet for any Arbitrum validator (eventual finality)
= Set up as a simple prediction market
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Tradeable exits

= Bob needs to be an Arbitrum validator to believe the 10 ETHxx will finalize
= |nsurance: covers withdraw amount if rblock does not finalize
= |nsurance is a safe bet for any Arbitrum validator (eventual finality)
= Set up as a simple prediction market

= Trader deposits 10 ETH and is given two kinds of shares:
= 10 FAILpMm : redeemable for 10 ETH if rblock fails
= 10 FINALpm : redeemable for 10 ETH if rblock succeeds



Tradeable exits

Bob needs to be an Arbitrum validator to believe the 10 ETHxx will finalize
Insurance: covers withdraw amount if rblock does not finalize
Insurance is a safe bet for any Arbitrum validator (eventual finality)
Set up as a simple prediction market

Trader deposits 10 ETH and is given two kinds of shares:
10 FAILpm : redeemable for 10 ETH if rblock fails
10 FINALpPM : redeemable for 10 ETH if rblock succeeds
Wait!!! Isn’t 10 ETHxx and 10 FINALpMm the same thing?
Close for ETHxx and not DAIxx or ARBxx or TOKENxx



Tradeable exits

Bob needs to be an Arbitrum validator to believe the 10 ETH, will finalize
Insurance: covers withdraw amount if rblock does not finalize
Insurance is a safe bet for any Arbitrum validator (eventual finality)

Set up as a simple prediction market

Trader deposits 10 ETH and is given two kinds of shares:
10 FAILpm : redeemable for 10 ETH if rblock fails
10 FINALpPM : redeemable for 10 ETH if rblock succeeds
Shares can sold independent of each other
Shares can be returned as a pair to redeem 10 ETH before market closes

No oracle needed: rblock success in on-chain (implementation -> expose it)



Tradeable exits

= 10 ETHL1 > 10 ETHx«
= 10 ETH now > 10 ETH locked for 7 days



Tradeable exits

= 10 ETHL1> 10 ETHx«
= 10 ETH now > 10 ETH locked for 7 days

= Price ETHx« like a futures contract with one difference: buyer of ETHxx pays today
= Spot price of ETH\1

= Time to expiration: ETHxx will approach ETHL1

= Differences in storage costs between ETHxx and ETH1 X
= Differences in yield/interest between ETHxx and ETH_.1
= Exchange rate risks X

= Delivery cost: gas cost to resolve the exit

= Settlement risk: probability that rblock does not finalize
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withdraw window remains: 6 days
rblock fails: 1 In a billion

pbad rblock undetected: 1 in a million
validation software wrong: 1 in a million
exit iIn gas: 0.008 ETH|1

APY on ETHL1: 0.2%

APY on ETHxx: 0%

Pay 99.665 ETHL1 for 100 ETHxx




Fy=(Sy+U—D)-e""tVALR

withdraw window remains: 6 days
rblock fails: 1 In a billion

pbad rblock undetected: 1 in a million
validation software wrong: 1 in a million
exit iIn gas: 0.008 ETH|1

APY on ETHL1: 0.2%

APY on ETHxx: 0%

Pay 99.665 ETHL1 for 100 ETHxx
Pay 0.04186 ETH_4 for 0.5 ETHxx




Implementation

= Arbitrum Nitro
= Qutbox: Track ownership of exit and enable transfers
= Transfers: 48,798 Gwei (first time is 85K)
= Exit: 91,418 Gwei

= Qutbox: Expose rblock status (pending/confirmed) to make it prediction market
friendly

= Bridge: Send to right address
= Prediction market: in-progress (hook into Gnosis/Augur)
= A bunch of engineering details omitted

https://github.com/MadibaGroup/nitro/tree/fast-withdrawals



Summary

= Summary: Alice swaps {10 ETHxx 10 FAILpm} with Bob for “10 ETHV.1
= Hedged tradable exit
= Anyone can receive ETHxx, including a smart contract (no Arbitrum awareness)
= Works for any token but assumes “insurance” is in ETH
= |Implementable
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|_egality and Regulation

e |[llicit uses: monitored by law enforcement agency (cybercrimes)

e Taxation: CRA guidelines (capital gain)

e Financial tracking: FINTRAC guidelines (MSB)

e Securities law: AMF guidelines and sandlbox

e Accounting standards: No I[FRS standards yet (convention:
iNntangible asset)



