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Professor at the Concordia Institute for Information Systems
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e Blockchains are not just for data, they are for code execution
e Currency Is one thing you can do with a blockchain (Bitcoin)

e Platforms like Ethereum lets you upload your own code (“decentralized
applications/DApps” or “smart contracts”)
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e Blockchains and (distributed) systems/datalbbases are similar
* Blockchains are suitable for very small data (e.g., TMB every 10 min)
* Blockchains do not support complex queries (“give me everything”)

* Blockchains offer security guarantees: code executes correctly, data Is
immutable, some nodes can be malicious nodes
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* Blockchains use cryptography (“cryptocurrency’)

* [ransactions are authorized through digital signatures

e Entities are identified by their public signing key (pseudoanonymity)
* Hash functions “lock In” data

* Not used: actual encryption for keeping data confidential (by default)
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Honest majority

Consistency?
Consensus through votlng
One vote per ?

1) Entity:

trusted list of entities, closed network
2) Unit of computational effort:

Bitcoin’'s blockchain

No trust, open network
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Proof of Solvency

$480,000,000

FINANCIAL TIMES

Home UK World Companies Global Economy Lex Comment Man ement Personal Finance Life & Arts

.

Last updated: February 28, 2014 6:35 pm f

Bitcoin exchange Mt Gox files for bankruptcy protection

By Ben McLannahan in Tokyo

The Bitcoin exchange at the centre o $480m’ist has filed for bankruptcy protection, in a
move that leaves thousands of virtual-culTefi¢y investors in limbo.

MTGOX Events unfolding at Tokyo-based Mt Gox, once the dominant platform for trading and storing
HERE IS OU - Bitcoin, had drawn increasing attention over the past three weeks, as a freeze on withdrawals
MONEY? led to a shutdown of trading and uncertainty over the whereabouts of the company’s chief
executive, Mark Karpeleés.

But on Friday evening Mr Karpelés surfaced to announce that Mt Gox would seek a court-led

restructuring, with debts of Y6.5bn ($64m) and assets of Y3.9bn. About 750,000 Bitcoins
belonging to customers and 100,000 belonging to the company had been lost, he said, in a theft detected
on February 24.

FZ.TSt Some virtual currency enthusiasts say that the example set by Mt Gox should encourage authorities to

tighten their surveillance of this essentially unregulated landscape.

Sign up now

“If vou have hundreds of millions of dollars lving around. people will trv to steal them. so vou need



Proof of Solvency

Theft Unnoticed for Years

Che New Hlork Times  nitp://nyti.ms/ 1f07M0A

BUSINESS DAY

Apparent Theft at Mt. Gox Shakes Bitcoin World

By NATHANIEL POPPER and RACHEL ABRAMS FEB. 25, 2014

The most prominent Bitcoin exchange appeared to be on the verge of collapse late
Monday, raising questions about the future of a volatile marketplace.

On Monday night, a number of leading Bitcoin companies jointly announced
that Mt. Gox, the largest exchange for most of Bitcoin’s existence, was planning to
file for bankruptcy after months of technological problems and what appeared to
have been a major theft. A document circulating widely in the Bitcoin world said

the company had lost 744,000 Bitcoins in that had gone unnoticed

years. That would be about 6 percent of the 12.4 million Bitcoins in circulation.




Proof of Solvency

Liabilities

(user verifiable) Assets

(on blockchain)

Equity

/KP: Equity = Assets - Liabilities >= 0
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Decentralized Finance (DeF)

You code your financial service and push it to a public blockchain like Ethereum
The Ethereum’s global network of servers runs your code for you

While it is slow and can only run (relatively) simple code, it will run exactly as coded
Anyone who can code a DApp can make a financial service

In 2020, decentralized finance (DeFl) services hold $10B USD on Ethereum



Stablecoins

= Cryptocurrencies like ETH (Ether) and BTC (Bitcoin)
= Stablecoins like USDT or Dai




—Xchanges




|_ending

= Margin trading
= Borrowing one kind of asset by collateralizing a different kind
= Flash loans



Flash [Loans

= Not possible in the real world!

= QOne transaction runs at a time

= No risk, no collateral, anonymous, borrow maximum amount available (no one can use
It while your transaction is running)



5X BTC | ETH

FLASH LOAN:
10K ETH ($2.6M)

dYdX

($1.5M)

2/3" 3X

e Uniswap

5.5K ETH '\

(S1.5M) 6.8K

BANK LOAN

Compound

($11M)

($1.8M)

1.2K ETH 5.5K ETH 112 BTC 01K ETH
' = BANK LOAN ($26K)

(s3000) ¥ (st.asm) ey

FEES: 0.5 ETH ($135)
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e Sitcoin & Blockecnain Fecnnology

INSE 6630: Recent Developments in Information Systems Security (Fall 2018)

Blended course with online lectures
Classroom for occasional meetings: Wednesdays, 14:45, FG B40

¢ [nstructor: Jeremy Clark
e Office Hours: Drop in on Thursdays 13:00 - 15:00 in EV 9.177
e Marker: Shayan Eskandari

Course Outline

The offical course outline is available here.

Prerequisites

This course has no formal prerequisites. It will involve a little cryptography, which will be taugh
little programming of short smart contracts (10s of lines of code). Students from Quality or oth

Textbook
. . . . . ' e 3
The lectures are based, in part, on the following textbook. It is not required but may be useful for B\\CO“\ V CO\“S on Dec 4,201 e \_ec\\“eo
assignments will be based on what is presented during the lectures, with the textbooks providing 1 ec\“\()\ g Las upda\ed el 2 Jere™ clark
1 Ve L E e s BT
e Bitcoin and Cryptocurrency Technology (Narayanan et al): Free pre-print (as PDF) is available 4 \ide0S 1,64 \ 0 @
Hardcopies are available in the Concordia bookstore or from Amazon 2
: public o . |ectur® 04
Assignments and Exams / e R g Clark
Assignments are due by the end of class on the due date. They are to be submitted via EAS. See the /s " Jeremy e ¥i0 o
licv. . QU‘Se Y - “fO‘ma 5 T w
policy ontine © orents in
eve\o 05
A previous midterm exam and final exam are available. Note the questions will be completely different . £630: Rrece Qv “S\;stems \_ecture |
\N urty mato
geC \{o\
e Midterm Test (15%): Oct 24 (in class) SVS‘Q‘“Z. et O
e Assignment 1 (5%): Due Oct 10 (by end of class) [A1] concO™ e (\sE) el




coursera = Catalog o

PRINCETON
UNIVERSITY

w

Bitcoin and Cryptocurrency
Technologies

There's a lot of excitement about Bitcoin, but also a lot of confusion
about what Bitcoin is and how it works. We're offering this course
focusing on the computer science behind Bitcoin to help cut through
the hype and get to the core of what makes Bitcoin unique.

About the Course

To really understand what is special about Bitcoin, we need to understand how it
works at a technical level. We'll address the important questions about Bitcoin, such
as.

How does Bitcoin work? What makes Bitcoin different? How secure are your
Bitcoins? How anonymous are Bitcoin users? What determines the price of Bitcoins?
Can cryptocurrencies be regulated? What might the future hold?

After this course, you'll know everything you need to be able to separate fact from
fiction when reading claims about Bitcoin and other cryptocurrencies. You'll have the

conceptual foundations you need to engineer secure software that interacts with
the RBitcoin netwark. And vaul’ll he ahle ta inteerate ideas from Bitcoin in vour own

Watch Intro Video o

Institutions G v

Sessions

September 4, 2015 - April 22, 2016

Go to Course

Course at a Glance

B 7 weeks of study
® 3-6 hours/week

@ English



Mondex: Post-Mortem

Viany trials including Guelph, Ontario
Lost, stolen, malfunctioning cards created issues

\Wallet was clunky & slow, retailers hated having multiple
terminals

Smart card technology -> Chip & PIN

P »l o) 47:32/1:3315

Lecture 12 — History of Cryptocurrencies [Bonus lecture]
16,908 views iy 132

Bitcoin and Cryptocurrency Technologies Online Course
o Published on Sep 2, 2015 SUBSCRIBE 18K

Bonus lecture by Jeremy Clark due to popular interest.

For the accompanying textbook, including the free draft version, see:

SHOW MORE



Bitcoin and Cryptocurrency Technologies

Arvind Narayanan, Joseph Bonneau, Edward Felten,
Andrew Miller, Steven Goldfeder

with a preface by Jeremy Clark

Draft — Feb 9, 2016

Feedback welcome! Email bitcoinbook@lists.cs.princeton.edu

For the latest draft and supplementary materials including programming assignments,
see our Coursera course. / !

The official version of this book will be published by Princeton University Press in 2016.
If you’d like to be notified when it’s available, please sign up here.

ARVIND NARAYANAN

JOSEPH BONNEAU

EDWARD FELTEN

ANDREW MILLER

STEVEN GOLDFEDER ‘

®

/4

BITCOINAND &

CRYPTOCURRENCY
TECHNOLOGIES

A Comprehensive Introduction










|_egality and Regulation

e |[llicit uses: monitored by law enforcement agency (cybercrimes)

e Taxation: CRA guidelines (capital gain)

e Financial tracking: FINTRAC guidelines (MSB)

e Securities law: AMF guidelines and sandlbox

e Accounting standards: No I[FRS standards yet (convention:
iNntangible asset)



