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Case Study: 
Proof of Solvency
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Exchange Services
Provide mechanisms for depositing Bitcoin and 
fiat currency into an account 

Provide an order book where you can buy/sell 
Bitcoin 

Trades are cleared/settled automatically 

You can withdrawal at any time, but for Bitcoin, 
users like keeping money on an exchange





$480,000,000





Theft Unnoticed for Years



Bitcoin	Savings	&	Trust	(1834303	$)
MyBitcoin Theft	(1110544	$)
Allinvain Theft	(502750.20	$)
July	2012	Bitcoinica Theft	(305200	$)
Bitfloor Theft	(248088	$)
Linode Hacks	(230468	$)
Bitomat.pl Loss	(236000	$)
Tony	Silk	Road	Scam	(150000	$)
Stefan	Thomas	Loss	(128000	$)
Just-Dice.com Incident	(121000	$)

Cdecker Theft	(113894	$)
May	2012	Bitcoinica Hack	(91306.46	$)
XBTGuild Incident	(58737	$)
Bit	LC	Theft	(51000	$)
Bitcoin7	Hack	(50000	$)
June	2011	Mt.	Gox Incident	(46970.91	$)
BTC-E	Hack	(42000	$)
2012	Trojan	(38000	$)
Mooncoin Theft	(24000	$)
Betcoin Theft	(15509	$)



Proof of Solvency
We cannot stop thefts 

We can require exchanges’ solvency to be proven 

With some crypto, we can even prove solvency 
without revealing: 

• Customer information 
• Exchanges’ total holdings 
• Exchanges’ addresses



Balance Sheet

Liabilities

Equity

Assets 
(on blockchain)



Balance Sheet

Liabilities

Equity

Assets 
(on blockchain)

Solvent? Proof for private corporations directly to 
the customers with no auditors (P2P auditing)



Primitives
Special “encryption”:  

• Given [[x]], [[y]] : compute [[x + y]] 

Zero knowledge proofs: 
• Given [[x]], prove it decrypts to x 
• Given [[x]], prove x is a positive number 
• Given [[x]], where x is a public key, prove 

knowledge of the signing private key 

Precisely: Pedersen commitments w/ basic non-
interactive sigma protocols 
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Commitment 
Consistent 

ZKP: [[X]],[[bit]] → [[X]]bit = [[X*bit]] 
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Liabilities

Equity

Assets

Liabilities: customers can check correct inclusion 
of their liabilities in a total “encrypted” amount 



Liabilities

Equity

Assets

Liabilities: everyone can check that no listed 
encrypted liability is a negative number 



Liabilities

Equity

Assets

Equity: encrypted amount that is zero or positive 
number 



Liabilities

Equity

Assets

Assert an encrypted amount of total assets owned 
on a blockchain



Liabilities

Equity

Assets

Prove ownership of assets totalling this amount (by 
knowledge of signing key) without specifying the set



Liabilities

Equity

Assets

Show: [[Assets]] - [[Liabilities]] - [[Equity]] = 0



Remarks
Proof of liability is a bit more complicated to hide 
the number addresses held by the exchange: 
1. Exchange commits to bit vector of owned 

addresses 
2. ZKP it is a bit vector 
3. Multiplies it in to vector of public keys and 

proves knowledge of each 
4. Multiplies *the same* vector into a vector of 

balances, adds them 



Implementation
• I take zero credit for this :) 

• Proof of Assets: Anonymity set of 500K 
• 10s of minutes to construct proof 
• 1 hour to verify 
• 1 GB proof size 

• Proof of Liabilities: 1M users 
• 2 hours to construct 
• 5 GB



Limitations

• Proof of solvency is “detection” not “prevention” 

• Multiple insolvent exchanges might collude to 
pool their resources together -> see paper 

• Proof of Assets can only include transactions 
that a redeemable by a known public key 



1) Proof of Solvencies — snapshot in time

2) Bitcoin covenants — slow theft down

PoS PoS

Max Withdrawal

Idea: Limited Liability



Questions?
@PulpSpy	


