EMOC

.—mm Th@QW O

SACY-
n=e

\

SANCING

N\

~ractice

OLOG

=




The first election in Canada was a public vote:
full Integrity but no secrecy
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Now we use a secret ballot: secrecy but only
weak integrity

Observation allows verification of a
single polling place with a
full day commitment
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Some municipal elections in Canada use or
have used (in-person) electronic voting

Observation is no longer possible

Researchers, when permitted to look, have
found the software security is deplorable:
the tally Is manipulatable under reasonable
threat models



End-to-End Verifiable (E2E) Systems offer:

Same integrity as a public vote
Same ballot secrecy as a ballot box

Same level of verification as watching the ballot box all
day

Verification can be done after the election at any time and
covers all precincts

Verification soundness Is independent of the software









SCANTEGRITY

President (vorerorong E

Q John Adams (Feperavist)
Q Aaron Burr (DemocraTic-REPUBLICAN)

@ Thomas Jefferson (DEMOCRATIC-REPUBLICAN)

Q Thomas Pinckney (Feperaist)

Write confirmation code here:

| 31337 Pres - zk

UMBC, Waterloo, MIT, GWU
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o on | i | I e
001 XZ

7890 " " Alice
001 SW 7890 " . Bob
002 PE 7282 > > Alice
002 EK 7282 > > Bob
003 NE 4992 > > Alice

003 DK 4992 > > Bob




e Lo | e | I e

7890 B A A Alice
001 XZ 7890 A A A Alice
002 PE 7282 A B A Alice
002 EK 7282 B B > B Bob
003 DK 4992 B B B Bob
003 NE 4992 A A B Bob



o on | i | I e
001 SW

7890 Alice
001 XZ 7890 Alice
002 PE 7282 Alice
002 EK 7282 > Bob
003 DK 4992 Bob
003 NE 4992 Bob

Commit to the rows and permutations



001 SW

001
002
002
003
003

XZ
PE
EK
DK
NE

IS

7890
7890
7282
7282
4992
4992

=3 3

Alice

Alice

Alice

3 Bob
Bob

Bob

Publish tables but not codes or permutations



001 SW

001
002
002
003
003

XZ
PE
EK
DK
NE

After voting, fill In table and publish

IS

7890
7890
7282
7282
4992
4992

X

e

Alice

Alice

Alice

Bob

X Bob
X Bob



001 SW

001
002
002
003
003
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XZ
PE
EK
DK
NE

(Closing

7890
7890
7282
7282
4992
4992

Price of a

IS I e

X Alice
Alice

X ' Alice

X \ : ‘ . Bob
| X ,, X  Bob

X Bob

~-lip a coin” and reveal one of the two permutations

DJIA Stock = 6-9 bits of entropy)
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001
002
002
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003

XZ
PE
EK
DK
NE

IS

7890
7890
7282
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4992
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Bob
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o on | i | I e
001 SW

7890 X Alice
001 XZ 7890 Alice
002 PE 7282 C X Alice
002  EK 7282 X Z\ R Bob
003 DK 4992 ~ X X  Bob
003 NE 4992 X  Bob

Can use many instances.
Cheat detection is: Pr|det] = (1-1/2%)
For example, x=20 gives you >99.9999%




StEE PAPER FOR...

e Dispute Resolution: | wrote down “XY” and the website says
HAB”

e Printing Verification: how do you ensure ballots are printed
with correct codes?

e Coercion-Resistance: Adversary: “Vote for Alice and walit for
My signal to either cast it or spoll it; if spoiled, I'll make sure
you voted for Alice”

e Blackbox Computation: who is computing these tables and
how"?
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Municipal
Election
(2009, 2011)

atlon 18,000 (1 722 voted

Mayor race and 6 wards which each elect a councilor
Contests are tallied using Instant Run-off Voting (since 2006)
Write-in candidates for each contest

Assisted voting for voters with disabilities

Registration was handled by municipality




Early Voting
Ballots Delivered

] ]
Initial -
Contact Candidate Ballots Delivered || Audits
“I[ Presentation | Workshop I | List . Passed
"w 2 .’fl "

for BoE
T BoE votes to -
1) Poll worker training J | et | g | MRl
(Public) s 7 )
Mo of | 1 | — ]
andde OO neary |IAIIIIIIIIIF‘IIIITIIIII?
For Mar Apr Ny Jon Dl Aug Sep Ot New 3 Feb Nar Rpe] May M W Ag Sep x4
Jan

57
Print

complete system. 8 poll =
p y p BoE votes to " Vgoh;‘;rt‘i%p i|—|

workers and 3 members Sty | | (pockpecion], [ e
> 2 Election Ordinance Early Voting e
Passed — Begins Meeting IV &

Phone MOU Signed :
Complaints

Of t h e b O a rd . Presentation Mag;il:':’ eBrael(ljots Deadline

2) Ran a mock election. Collected data:
1. Direct observation (time-to-vote, etc)

2. \Voter surveys

3. Poll worker surveys

4. Focus group (with independent interviewer) with voters and
ooll workers

3) Actual election. Collected data through observation and exit poll
surveys (from outside of building)
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Invisible Ink Is filtered and injected into ink-jet cartridges for an off-
the-shelf CMYK printer

We use four inks: invisible ink, dummy Ink, florescent masking ink,
and standard black ink

DRM on ink cartridges complicates the process




Ballot for Mock Election p
City of Takoma Park, Maryland
Saturday, April 11, 2000

Instructions
Insfrucciones

Making Selections
fﬂ‘n]a SUs selecciones

Fill the ovals you choose as
shown using the pen provided

You don't have to vote every race.

-V.R'U‘.Rf compalamente of ovalo
8 M derecha £
Seleocion. No necestts volay on
Cacta cavrava e aleocsd

Do not cross out, erase,
or make axtra marks
anywhere on the ballot. This
may invalidate your vote
No rays sus seleccidvies o no
haga maovcas extras, puade
sy su vofo

Optional write-in
Yolto opcional por escrilo

or write-in

O por escrito

To add a candidate, il in the
oval next to “writedn" and
print the name clearty within
the dashed-dine box
Joeve alacly un casiciado

QLR Covrpalamnonie o Ovislo
Wado de oy escrio
pRSCOa o nombre cal candidain

WINTNNNS BckerdD O K cale

Optional: Confirmation

LAOComn O INaICONe

Favorite Tree 1st and 3rd dth Sth

Arbol Fan o I'ra ¥ ] ira dra ST

Cherry olce
Eim

Maple ¢
Dak ol

OrF write-in tree
0 Por arol escni

Favorite Forest Animal 18t and 3rd 4th
Animal Arbolado Favonto fra 20% Ira dra

Owl Buno
Rabbit Cone

Squirrel Ardiva

or write-in ammnl

anomal POr as

How many trees are on Do you use less paper
your property? products than you did

ten years ago?
¢ Cuanto arboles estan Yy 90

an sy propisdad? LUbiza menos ::rr.dg.._cfc
de pape! que hace 10
o afos?

1-2

6-10
Move than 10

DO NOT detateh N0 separe

To confirm that your baliot was Favorite Tree

comectly couned, you may write Aty Favonto

down on s recespt (o elsewhons)

wawm*m

You's be given thes receipt

scanning. Then you erter the serdel  Favorite Animal

nuamber (lower loft) at the webeite: Anuna Favonto

W W BCaBgr ity Crgrtakoma

S (e COneY St vORD, DU

S K8 oOago meviindioo en o aoto » mm *m
o ke L e Queve) ¥

VIV w0 VORD Gsandh of U oo Ao i vOpedn] FOAKT) de e

A ) o 00 webh

W SO ety v Asorne

Design for Democracy

AlGA
Marcia Lausen
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IMPROVEMENTS (MOCK)

Improved the pens (less smudging, two tips)

Simplified ballot casting process (no locks, no intervention
from poll worker during casting, direct feed into scanner)

Separate verification card

Confirmation codes were switched to three digits (from a
two-character reduced set)
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City of Takoma Park, Maryland
MUNICIFAL CLECTION
NOVEMBER 3, 2003

OFFEIAL BALLODT —WARKD Y

Ivshrucl ures: Vol fur G wWidabss Ur endicalong your fesl-
cho ca cancidate, your seconc-chcike candidate, ard 20 ¢n.
Yeu1 ara tran e p3nk aaly 3 heat “maees © yriwazh

Do not fil Inmore than one oval F“ solurn. Dono fllia
mam then ona cwval rer randicate Donot sbip numbers e

e ran<ing saquence.

Tc wecte for a parson #h2se name & No! prted cn the bak
ol ‘ante the name in the s3paca prowced and hil N one bog
in the coumr indicating your ranking of the write-in card-
cate.

1" yuu e & sz o yoer Ledlol ieturm Lo iz jodges
and cot ancther

Do ol imske any idanlify rg; riarks un your ballut
Whnan you vark an n2al ta rark a cardidata, 7 enca will

be 1ewvaabad Lhet you ey labe: use (o ver fy your vole
orline. Sec hainziruston chaotin tho voirg booh.

1392050
Sty Numwker

Ciudad de Takoia Park, Marriand
CLECCIONEE MWUNICIPALES
J DE NOVIEMBRE DE 2005

HOUSTAOACIAL < LISTHNIOH FCIORAL T

fstruesiunes, Vol po Ay varuida’'ey wdiver v &' cenJfufw Lue
o8 sy snimara opzida, of zancidato que sea xu sejunca cpsd,
AR HNASVAMENTA NI ' ARSRA, [YETFE ArVErSS A Aalann nnar
S0.8mMaNie &l Caralca0 gue £83 SU pDNTBe'E occ'on

Ne rallane mdz e una caslla por cads ealumna Ma mlara mas

08 LN CSE POrcage Candoa'c. VI SXE DLMENDS e 2 SBTUENCKY
oo dasfizacion parccen.

Hara volar Lor Jn2 persana CLYO NAMOMS 10 6S'E IT0ESI 6713
bo'eta, ascrba o' pomb o o' expaco provisic ¢ rallene ura casdla
an le columaa para iraice ol crdor. ¢e dlasifcacidn Jol candidato que
0 ha Anadiia

i uatad nomots un oo er su bolets, covsbivisom &l Loz ¥ pida
w'n

Nc higa marcas oa su boleta que paeder idon¥ficari.

Cuevrdv usled nrerquy fe ceaile pers volar por oo candidado,
word ¥n 26digo qu2 podrd vcar postoriorment> pare verificar su
wtn par Internat 'fen i e da stnenianes £n la cabing do

v e

VAYOR

ALCALDE

Rark condicatoe norda of cheice

Clazfigue alos candidalos por 2Cen de preforoncid | ‘ra cpcrne | 2ds spcce

TSichoce | N3 cvaon

Roger B. Schiagel

Eruce Williama

Write-In Candidaie/ e adedira un sandicato

LY COUNCIL MEMSEN WARD Y
MIEMBRU DEL CONSEJU DE LA SIUVAL DISIRITU ELECIURAL T

Hark camcaies narmas ¥ cfeicn

CAAZRTUe A 1AS CANCMIAMS [ 2TEN OF DIRTArICE | ‘ra epere | el spene

RE DRSPS b PR

Josh Wright

Write In Candidaie/Para afadir a un candiaato

2
&

=]

1-634527

Onaline Verification Number/
Nianero ae Ferificacion por feeernet

INSTRUCTIONS FOR VERIFYING YOUR VOTE ON-LINE AFTER YOU RETURN HOME
PARA LAS IWSTRUCCIONES EN ESPAROL VIA AL DORSD

Voo lxeo ke CPTION Lfvailsy o vouw wic on-lnm w e vos v uloce M vet uecvasary o do sa. YViouw omy e diic
2zp erazel: your 2ast bellet wil bz zeunted whether or not yom do bris vortkation.

12 w02 Wl 0 WY YOUT YOI O 0, PronTs the tollow g ske:

1LFIll o o balloxx accondi=g 1o the faroctors peovidel oo rebalon, “Conflaracon nomzers” Gl sppess BsilZe the vk vou
mars

+. BEFORE YOU CAST YOUR BALLOT Sxcors we On i VerifMoer o Noamber e0C the corfeerad o pumbers Telow, woing he
ramw an ob the spec al pen e thed Warde 1-4 il noe b a Vi eravme crntrreenn rerier bor e =1y ~ovned rwa)

"o e Yemhmanen Numhes lam the Boaroee = ght comer of your b lioe

Cuulins.v: N ban * Chuae 2V Cluix

Mayer

5 Trvenci| Membe-

3. Cxl poar Lallol oy wusl udiy e sollaile wanver. DO NOT CAST THIS SHEET, Lul toe (4 huis: with you.

& ARE Yol W reter e B e A ST 00 YR TR SoMmnenae 80 acreas the €ty | kee's wies page

wwaw takomaprkmd.pov /s ark. =ore you w1 see rwusions foy verlfhing Thet the o7 “lpati e wrhars S0U WIS COWN M
svaaedy ceeoc ool Nuke Ral e coalinstioo nurbon ae radoudy gaosaied saac ceiso. br el L dowens o vom wile

Thae vou for wer Arg yourvow
he Takoesa 'are o ot lechons
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Average time to vote:
reduced from 8.0 min (mock) to 2.5 min (real)




RESPONSE

Most voters found the process easy. The cryptography is opt-in and
can essentially be ignored. Some voters liked the novelty of the
system (turnout spiked after the local radio station covered the
system)

Some voters did not realize they could verify elections, some
complained about the pens, some found codes hard to read.
Others disliked electronic voting in general or had difficulty with IRV

Poll workers found the election required more explanation and would
like better voter education in future elections

Overall, response was generally positive
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A INTERNET VOTING 4}
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Over 40 municipalities in Canada have used
internet voting

A number of countries have used it and many
jurisdictions are interested

Our security report on 3 systems that bid for
Toronto was released under FOIA
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A INTERNET VOTING 4
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“Internet voting is a hard problem. Out of any way to cast a
pallot, it arguably demands the strongest adversarial model.
Casting a ballot online subsumes all the problems of casting
a ballot in-person (integrity and ballot secrecy) and by mail ¢
(in-person coercion, vote buying and selling, and secure ‘
transport), plus it requires voters to submit their secret
pallots from potentially infected personal computers over a
hostile network for storage on an internet-tacing server.”




Direction?
Nm M :

Online bank is not secure—fraud is toleratec
Any amount of voting fraud should not be tolerated

Users have zero I|a0|
Voters are responsip

ity for oh
e for thel

ine banking

r OWN Security

. __ -
PP rrrrryEE————eT e

Banking transactions are visible, traceable and
reversible
\Votes are secret, modifications cannot be noticed




CURRENT WORK

Internet Voting: Instead of opposing, focus on building it as secure as
possible. Project with City of Toronto under funding review. Home-
visit program with hardened tablet and assistive technology

Delegative Democracy: Silicon Valley rediscovered and rebranded
delegative democracy as “Liquid Democracy.” We are studying
pallot secrecy In this space, as well as the social utility

Blockchains and Democracy: a new data structure from Bitcoin has
been posited as useful for voting. We are generally critical but show
imited and specific use cases
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