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The first election in Canada was a public vote:  
full integrity but no secrecy
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Now we use a secret ballot: secrecy but only 
weak integrity

Observation allows verification of a 
single polling place with a 
full day commitment
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Alice 36%

Bob 30%

Carol 34%
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Alice 36%

Bob 30%

Carol 34%

Unmodified?
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Some municipal elections in Canada use or 
have used (in-person) electronic voting 

Observation is no longer possible 

Researchers, when permitted to look, have 
found the software security is deplorable: 
the tally is manipulatable under reasonable 
threat models
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End-to-End Verifiable (E2E) Systems offer: 
Same integrity as a public vote 

Same ballot secrecy as a ballot box 

Same level of verification as watching the ballot box all 
day  

Verification can be done after the election at any time and 
covers all precincts 

Verification soundness is independent of the software
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Things People Do
Things That Can Be 

Done Securely
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Things People Do
Things That Can Be 

Done Securely

Voting (1981)

Student Election (2007) 
Governmental Election (2011)
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							President		(VOTE	FOR	ONE)	

	 John	Adams	(FEDERALIST)	

	 Aaron	Burr	(DEMOCRATIC-REPUBLICAN)	

	 Thomas	Jefferson	(DEMOCRATIC-REPUBLICAN)	

	 Thomas	Pinckney	(FEDERALIST)	

ZK

Pres�-�ZK
31337

Write	confirmaRon	code	here:

SCANTEGRITY
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Ballot Code Receipt Mark

001 XZ 7890

001 SW 7890

002 PE 7282

002 EK 7282

003 NE 4992

003 DK 4992

Mark Mark Party

Alice

Bob

Alice

Bob

Alice

Bob
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Ballot Code Receipt Mark

001 SW 7890 B

001 XZ 7890 A

002 PE 7282 A

002 EK 7282 B

003 DK 4992 B

003 NE 4992 A

Mark

A

A

B

B

B

A

Mark Party

A Alice

A Alice

A Alice

B Bob

B Bob

B Bob

12



Ballot Code Receipt Mark

001 SW 7890

001 XZ 7890

002 PE 7282

002 EK 7282

003 DK 4992

003 NE 4992

Mark Mark Party

Alice

Alice

Alice

Bob

Bob

Bob

Commit to the rows and permutations
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Ballot Code Receipt Mark

001 SW 7890

001 XZ 7890

002 PE 7282

002 EK 7282

003 DK 4992

003 NE 4992

Mark Mark Party

Alice

Alice

Alice

Bob

Bob

Bob

Publish tables but not codes or permutations
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Ballot Code Receipt Mark

001 SW 7890 X

001 XZ 7890

002 PE 7282

002 EK 7282 X

003 DK 4992

003 NE 4992

Mark

X

X

Mark Party

Alice

Alice

Alice

Bob

X Bob

X Bob

After voting, fill in table and publish
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Ballot Code Receipt Mark

001 SW 7890 X

001 XZ 7890

002 PE 7282

002 EK 7282 X

003 DK 4992

003 NE 4992

Mark

X

X

Mark Party

Alice

Alice

Alice

Bob

X Bob

X Bob

“Flip a coin” and reveal one of the two permutations 

(Closing Price of a DJIA Stock = 6-9 bits of entropy)
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Ballot Code Receipt Mark

001 SW 7890 X

001 XZ 7890

002 PE 7282

002 EK 7282 X

003 DK 4992

003 NE 4992

Mark

X

X

Mark Party

Alice

Alice

Alice

Bob

X Bob

X Bob
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Ballot Code Receipt Mark

001 SW 7890 X

001 XZ 7890

002 PE 7282

002 EK 7282 X

003 DK 4992

003 NE 4992

Mark

X

X

Mark Party

Alice

Alice

Alice

Bob

X Bob

X Bob
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Ballot Code Receipt Mark

001 SW 7890 X

001 XZ 7890

002 PE 7282

002 EK 7282 X

003 DK 4992

003 NE 4992

Mark

X

X

Mark Party

Alice

Alice

Alice

Bob

X Bob

X Bob

Can use many instances.  
Cheat detection is: Pr[det] = (1-1/2x) 

For example, x=20 gives you >99.9999%
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SEE PAPER FOR...
• Dispute Resolution: I wrote down “XY” and the website says 

“AB” 

• Printing Verification: how do you ensure ballots are printed 
with correct codes? 

• Coercion-Resistance: Adversary: “Vote for Alice and wait for 
my signal to either cast it or spoil it; if spoiled, I’ll make sure 
you voted for Alice” 

• Blackbox Computation: who is computing these tables and 
how?
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Takoma Park

Population: 18,000 (1722 voted) 
Mayor race and 6 wards which each elect a councilor  
Contests are tallied using Instant Run-off Voting (since 2006) 
Write-in candidates for each contest 
Assisted voting for voters with disabilities 
Registration was handled by municipality

Municipal 
Election  
(2009, 2011)
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2) Ran a mock election. Collected data:  
1. Direct observation (time-to-vote, etc) 
2. Voter surveys 
3. Poll worker surveys 
4. Focus group (with independent interviewer) with voters and 

poll workers 
3) Actual election. Collected data through observation and exit poll 
surveys (from outside of building) 

Highlights 
1) Poll worker training 
and demo of nearly 
complete system. 8 poll 
workers and 3 members 
of the board.
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Invisible ink is filtered and injected into ink-jet cartridges for an off-
the-shelf CMYK printer 

We use four inks: invisible ink, dummy ink, florescent masking ink, 
and standard black ink 

DRM on ink cartridges complicates the process
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Design for Democracy  
(AIGA) 
Marcia Lausen



Improved the pens (less smudging, two tips) 

Simplified ballot casting process (no locks, no intervention 
from poll worker during casting, direct feed into scanner) 

Separate verification card 

Confirmation codes were switched to three digits (from a 
two-character reduced set)
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IMPROVEMENTS (MOCK)
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Average time to vote:  
reduced from 8.0 min (mock) to 2.5 min (real)
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Most voters found the process easy. The cryptography is opt-in and 
can essentially be ignored. Some voters liked the novelty of the 
system (turnout spiked after the local radio station covered the 
system) 

Some voters did not realize they could verify elections, some 
complained about the pens, some found codes hard to read. 
Others disliked electronic voting in general or had difficulty with IRV 

Poll workers found the election required more explanation and would 
like better voter education in future elections 

Overall, response was generally positive

RESPONSE



Over 40 municipalities in Canada have used 
internet voting 

A number of countries have used it and many 
jurisdictions are interested 

Our security report on 3 systems that bid for 
Toronto was released under FOIA
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INTERNET VOTING



“Internet voting is a hard problem. Out of any way to cast a 
ballot, it arguably demands the strongest adversarial model. 
Casting a ballot online subsumes all the problems of casting 
a ballot in-person (integrity and ballot secrecy) and by mail 
(in-person coercion, vote buying and selling, and secure 
transport), plus it requires voters to submit their secret 
ballots from potentially infected personal computers over a 
hostile network for storage on an internet-facing server.”
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INTERNET VOTING
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Online Voting vs. Online Banking

• Online bank is not secure—fraud is tolerated 
• Any amount of voting fraud should not be tolerated 

• Users have zero liability for online banking 
• Voters are responsible for their own security 

• Banking transactions are visible, traceable and 
reversible  

• Votes are secret, modifications cannot be noticed
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Internet Voting: Instead of opposing, focus on building it as secure as 
possible. Project with City of Toronto under funding review. Home-
visit program with hardened tablet and assistive technology 

Delegative Democracy: Silicon Valley rediscovered and rebranded 
delegative democracy as “Liquid Democracy.” We are studying 
ballot secrecy in this space, as well as the social utility 

Blockchains and Democracy: a new data structure from Bitcoin has 
been posited as useful for voting. We are generally critical but show 
limited and specific use cases

CURRENT WORK



QUESTIONS?

Jeremy Clark 
@PulpSpy 

vaddr.space
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