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Practical Governmental Voting
with Unconditional Integrity & Privacy

Nan Yang & Jeremy Clark, Concordia University
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Unconditional Integrity

A corrupt EA cannot undetectably manipulate ballots
* Fully collude

* Learn all the secrets/keys

* Break all the cryptographic assumptions




Unconditional Integrity

A corrupt EA cannot undetectably manipulate ballots
* Fully collude

* Learn all the secrets/keys
* Break all the cryptographic assumptions

Of course, ballot secrecy breaks completely



-verlasting Privacy
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Everlasting Privacy

Ballot secrecy cannot be broken
* Break all the cryptographic assumptions
* (However collusion does break it)

And of course, integrity breaks completely

Integrity needs to last the lifetime of the election, while
pallot secrecy should last centuries
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Robustness - Remarks

Reference | Privacy  Security

Chag | RSA RSA RSA
DEMB2 | Pub. key Pub. key No
Yao82 Uncond, Pub. key No
CF&3 Residuc RSA RSA
Cha&8& | UIncond. RSA DC
Beng7 Residue Residue Uncond.
LT8R Uncond. DPriv. key Priv. key
Present Uncond. DD, log. DC

§ anaéy Hepends on batch size
- Difficult to comprehend

No privacy from government
DC system

~privacy <> robustness tradeoff
. Needs secure privatle channcls
- DC system

Table 3: Comparison of voting schemes.
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Unconditional Unconditional

Integrity Ballot Secrecy
Punchsogn Chaum 88
Scantegrity i

Kiaylias-Yung
Pret a Voter
| Moran-Naor
gilios Demirel et al
JCJ/Civitas/Variants
_ocher et al

STAR Voting
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You can have both

“We present three with unconditional privacy
and Information-theoretic correctness...”
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You can have both
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INnfo- Theoretic Secure

Unconditional Integrity & Everlasting Privacy

* Voters participate in tallying the result

* Essentially a big MPC with ballots as private inputs
" "Boardroom Voting” - lots of earlier papers

Governmental Elections
* Human voteable
* Vote-and-go

Can you have it all”? Prolbably not, it is 2017 after-all
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An information-theoretic model of voting systems

Ben Hosp *, Poorvi L. Vora
Department of Computer Science, George Washington University, Washington DC 20052, United States

Theorem. A voting system cannot have perfect integrity, peirfect privacy and perfect verifiability.

Proof. Suppose the system has perfect integrity. That is, VE = V. T—the truth of the statement Tally = v+ —is hence the
truth of the statement Tally = v*. For perfect verifiability,

F(T|P) =0V Tally Ypy+
= JE(VZ|P) = 0V py-. .
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An information-theoretic model of voting systems
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Theorem. A voting system cannot have perfect
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Theorem. A voting system cannot have perfect integrity, peirfect privacy and perfect verifiability.
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Unconditional Unconditional
Integrity Ballot Secrecy

Most E2E Systems

Universal Verification
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Unconditional Unconditional
Integrity Ballot Secrecy
Most E2E Systems Everlasting Privacy

Universal Verification
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Boardroom Voting

Unconditional Unconditional
Integrity Ballot Secrecy
Most E2E Systems Everlasting Privacy

Universal Verification
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i Boardroom Voting A
Unconditional Nothing “governmental” Unconditional

Integrity Ballot Secrecy

Most E2E Systems Everlasting Privacy

Universal Verification
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+ Human voteable
+\Vote-and-go
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+ Human voteable ~
+\Vote-and-go

=22 paper ballots
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+ Human voteable ~

+Vote-and-go

Obfuscation of the voe:

*Commit /
* /KPs
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Vote Obfuscation

Unconditional Unconditional
Integrity Secrecy

Universal Verification
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Vote Obfuscation

Unconditional Unconditional
Integrity Secrecy
Perfectly binding:
* Elgamal Perfectly hiding:
* Palllier *Pedersen commit
* Hash commit

Universal Verification

27



Vote Obfuscation

Secret Sharing

Unconditional Unconditional
Integrity Secrecy
Perfectly binding:
* Elgamal Perfectly hiding:
* Palllier *Pedersen commit
* Hash commit

Universal Verification
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“VSS is... the distributed analogue of a
commitment function”

Proadeag, (and

Verifiap, Roung
le ) Effic;
JUAN Gam. .. Secret Shar; Jent

Computationally it unconditionally secure
(hiding and binding) however it requires an
honest threshold of shareholders
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/Zero Knowledge

Unconditional Unconditional
Integrity Secrecy

Universal Verification
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/Zero Knowledge

Unconditional Unconditional
Integrity Secrecy
/K Arguments
PRI 7K-SNARKS

Universal Verification
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/Zero Knowledge
/KPs

Unconditional Unconditional
Integrity Secrecy

/K Arguments

RIS 7K-SNARKS

Universal Verification

B8



/Zero Knowledge

Unconditional Unconditional
Integrity Secrecy

Cut-and-Choose*

*Given a commitment scheme

Universal Verification
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Wanted

Existing voting system:
* Only relies on commitments

* Uses cut-and-choose
* Human-votable paper (or untrusted DRE) ballots

* Voter not involved in tallying process

55



Wanted

Existing voting system:

* Only relies on commitments

* Uses cut-and-choose

* Human-votable paper (or untrusted DRE) ballots
* Voter not involved in tallying process

Possible!

* Punchscan

* Scantegrity

* Eperio (fast, easy, can do in a spreadsheet)
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Wanted

Existing voting system:

* Only relies on commitments

* Uses cut-and-choose

* Human-votable paper (or untrusted DRE) ballots
* Voter not involved in tallying process

Possible!

* Punchscan

* Scantegrity

* Eperio (fast, easy, can do in a spreadsheet)

The fine print
* Black box assumption
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Blackbox
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Pr[Detect]
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= 99.9999% (t=20)
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Universal Verification

Should we care”?

" No: we already make collusion assumptions about
election officials, so why not about verification”?

" No: breaking integrity Is zero-sum for the parties, but
breaking privacy might not be

" Yes: auditing should be open to all, even non-voters

" Yes: the trustworthiness of auditing should not rely on
whether | trust a preselected set of entities or not
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Questions?

@PulpSpy  http://vaddr.space
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