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- Dynamic Cap/Ceiling        // Maximum deposit amount per ceiling  - Limit GasPrice                  // require(gasPrice < 50 gwei)



Status: Fair ICO

- We define: - Successful transaction: resulted in token purchase - Failed transaction: failed to purchase any tokens (high gasPrice, over cap, etc) - Result of buyers treating Status like a generic ICO 

- June 2017 - Raised: ~300,000 ETH (~$90M USD) in 16 hours - Refunded 111,161 attempts - Total of: 347,154 ETH



Status: Fair ICO



Status: Fair ICO



Status: Fair ICO



Status: Fair ICO

Includes F2Pool transactions

Censored successful transactions



Status: Fair ICO
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FOMO3D

A countdown timer 
Every ticket purchase increases the timer by 30 seconds 
The last ticket when the timer reaches 00:00:00 wins the pot



Fomo3D

Deploy

“Walter”

Ethereum
- “Walter” deploys contracts that 

has high gas consumption

FOMO3D
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buyXid()

“Walter”

Ethereum

00:02:50

FOMO3D
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Ethereum

00:02:30
buyX

id()

GasPrice: 501 GWei

FOMO3D
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versus 4,000,000



FOMO3D

~$3M
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EthereumDEX

DEX on-chain  
Smart Contract

DEX off-chain  
Orderbook

A DECENTRAL EXCHANGE

- Decentralize Exchange (DEX)
- On-chain smart contract
- Off-chain order book


Orders (bid/ask) 
• Fast 
• Low fees

Fill / Cancellation 
• Costly (Fees) 
• Slow

DEX
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DEX on-chain  
Smart Contract

DEX off-chain  
Orderbook

A DECENTRAL EXCHANGE

DEX

Alice Buy(1000 UET)
Buy(1000 UET)
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👀
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DEX on-chain  
Smart Contract

DEX off-chain  
Orderbook

A DECENTRAL EXCHANGE

DEX
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What do these stories have in common?

- All (full) nodes in the network have access to “privileged 
information”
- Gas auction: bribing miners with high fees (GasPrice)


- Miners have extra power: order transactions in blocks 
that they create
- Miner Extractable Value (MEV)



What do these stories have in common?

All examples of “front-running” attacks 
But are they all the same attack? 



Taxonomy of Front-running attacks

Attack Type Description Example

Displacement Not important to the adversary for original 
function call to run after her function.

Domain 
Name 
Registration

Insertion Important to the adversary for original function 
call to run after her function.

Asset 
Trading

Suppression 
(aka block stuffing) Run function and delay original function call Auction 

Sniping



DISPLACEMENT ATTACK

Story 1: Status ICO



Story 2: FOMO3D

SUPPRESSION ATTACK 

(BLOCK STUFFING ATTACK)



Top 25 DApps 
Based on recent user activity 


DAppRadar.com

September 2018


Four categories

Studied at least one example 
from each category

All had front-running issues


Added ICOs 


See the paper for detailed case studies

Case Study

http://DAppRadar.com


Key Mitigations

1. Transaction Sequencing 

2. Confidentiality 

3. Design Practices



- Remove the miner’s ability to arbitrarily order transactions


- Take a consensus on what transactions were seen first (Aequitas)


- Have a third party DApp (“sequencer”) order transactions (Wendy, 
Chainlink)


- Sort pseudorandomly (e.g. Canonical Transaction Ordering Rule 
(CTOR) by Bitcoin Cash ABC)

Transaction Sequencing



Confidentiality
Limit the visibility of DApps. But what does that mean???



Confidentiality

1 Code of the DApp


2 Current state of the DApp


3 Name of the function being invoked
4 Parameters supplied to the function
5 Address of the contract the function is being invoked on
6 Identity of the sender.

Limit the visibility of DApps. But what does that mean???



Privacy-Preserving 
Blockchains 

(2,3,4)-confidential

Confidentiality

1 Code of the DApp 

2 Current state of the DApp 
3 Name of the function being invoked
4 Parameters supplied to the function
5 Address of the contract 

6 Identity of the sender.



Confidentiality

1 Code of the DApp 

2 Current state of the DApp 

3 Name of the function being invoked
4 Parameters supplied to the function
5 Address of the contract 

6 Identity of the sender.

Commit and Reveal. 
(3,4)- or (4)-confidentiality

Namecoin, ENS

Collateralized?


Leaks information

Submarine Commit



Design Practices

Assume front-running is unpreventable —> Remove any benefit from it


Remove the importance of transaction ordering or time


Call market design instead of a time-sensitive order book


See our paper “Trading On-Chain: How Feasible is Regulators’ Worst-Case 
Scenario?”


ERC20 allowance functionality, “approve()”, was not designed with front-
running in mind


See our paper “Resolving the Multiple Withdrawal Attack on ERC20 Tokens"



Concluding Remarks

Front-running is a pervasive issue in Ethereum DApps


Increase awareness of these type of attacks


We need usable DApp layer & blockchain-level solutions


We highlight this as an important research area.
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