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Jeremy Clark

* Associate Professor at the Concordia Institute for Information Systems Engineering (ClIS
 NSERC / Raymond Chabot Grant Thornton / Catallaxy Industry Research Chair in Blockchain
Technologies
* PhD from the University of Waterloo (2009)

-) In Montreal

* Jeam of ~10 graduate students

» *  Numerous academic papers on Bitcoin/Blockchain
* Contributed to courses (Concordia, Princeton, MIT) & textbook on Bitcoin/blockchain
* Testified to Senate and House Commlttees on 3|tcom/blockcha|n
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You code your financial service and push it to a public blockchain like Ethereum
The Ethereum’s global network of servers runs your code for you
While it is slow and can only run (relatively) simple code, it will run exactly as coded

In 2020, decentralized finance (DeFl) services hold $10B USD on Ethereum
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/ Julien Bouteloup
@bneiluj

~353k net profit using 'Sophisticated' arb on Fulcrum
@bzxHQ

1.he took $2.7M Flash loan.@dydxprotocol 10kETH
2.put 5.5k ETH @compoundfinance, borrowed 112
WBTC

3.short WBTC on bzx #sETHwWBTCbx

4.dumped 112 wBTC on #KyberUniswap to trigger
short(oasis?)

5.Paid back loan

6.profit

e
1: Elashloan Borrow ,
: - 3: Margin Pump
5: Elashloan Repay \ a

Five Composable DeFi Protocols in bZx Hack
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RS 2 Uniswap ® \Lgrlce on kgbe I<yber  thas muvg P
™

dYdh  Plash
(oan

@ 10,000 W

torrcs (0,000 ETH

Shoed \WEBTC on  Rolcgum

S, 000ETH ® (POYEN o
e e , 5,000 ETH
gGe+ n2wBsTC @

Co oW @ HI2W BTG shoct @\\2W3TG ZQPGJ

f Via  Torgue ‘&'62‘
B | sed 4o Unswep L
4 o dog prl

draps a3l PosiBIn  success il because
price. K B went down

P

< kyber
network



chNe*

/A= Julien Bouteloup
Ay 7
-

(0

> 1. Py gy 4 Tl | a NN TN TN YN | BN TNV i PRTETOS
“J

Who are aII these services (dydx Compound, bZx, Kyber, Uniswap) / what do they do?

"¢ Was this just arbitrage? Or an attack?

2.pL

we  If the instigator made $300K, someone lost that money. Who?
3. }— ) ) ° .

4; What variations of this are possible?

short(oasis?) /‘5?03‘”(’ © \j* 5,000 ETH

o.Paid back loan get n2wBTC

©.profit

@ [ Serd +Ho \)h'\SL,uoLQ

$300K is (relatively) small
$600K theft days later, $8.1M last month

kyber
network



STABLEGOINS




Cryptocurrencies like ETH (Ether) and BTC (Bitcoin)
Stablecoins like USDT



Cryptocurrencies like ETH (Ether) and BTC (Bitcoin)
Stablecoins like USDT

Article in Communications of the ACM S““I‘ren



ETHEREUM LENDING



First type of loan
Bob borrows 80 ETH because he has a good reputation / credit rating / income / etc



First type of loan
Bob borrows 80 ETH because he has a good reputation / credit rating / income / etc

Does not exist on Ethereum



Second type of loan
Alice deposits 100 ETH into a “decentralized bank” to earn interest
Bob wants to borrow 80 ETH from the bank (80 ETH = $30K)



Second type of loan
Alice deposits 100 ETH into a “decentralized bank” to earn interest
Bob wants to borrow 80 ETH from the bank (80 ETH = $30K)

Bob deposits $40K in BTC
Bob repays with interest, which is partially passed onto Alice

Any credit event: the bank sells his $40K collateral to repay the loan

Bank is autonomous. It is just code.



Third type of loan

Flash loan

Not possible in the real world!



TRANSACTION:

RUN FUNCTION 1
RUN FUNCTION 2

RUN FUNCTION 3
RUN FUNCTION 4




TRANSACTION:

RUN FUNCTION 1
RUN FUNCTION 2

RUN FUNCTION 3 => FAILS
RUN FUNCTION 4




TRANSACTION:

RUN FUNCTION 1
RUN FUNCTION 2
RUN FUNCTION 3 => FAILS
RUN FUNCTION 4

SKIP: 1, 2, 4




TRANSACTION:

RUN FUNCTION 1
RUN FUNCTION 2
RUN FUNCTION 3 => FAILS
RUN FUNCTION 4

SKIP: 1, 2, 4
ABORT: 1, 2




TRANSACTION:

RUN FUNCTION 1
RUN FUNCTION 2
RUN FUNCTION 3 => FAILS
RUN FUNCTION 4

SKIP: 1, 2, 4
ABORT: 1, 2
REVERT: NONE




TRANSACTION:

RUN FUNCTION 1
RUN FUNCTION 2
RUN FUNCTION 3 => FAILS
RUN FUNCTION 4

SKIP: 1, 2, 4
ABORT: 1, 2
REVERT: NONE




TRANSACTION:

BORROW XXX ETH

DO WHATEVER YOU WANT

REPAY XXX ETH

REPAY COMPLETE? => REVERT IF FAIL




TRANSACTION:

BORROW XXX ETH

DO WHATEVER YOU WANT

REPAY XXX ETH

REPAY COMPLETE? => REVERT IF FAIL




MARGIN LENDING










Borrow $1200 against $120
Profit

$120

APPL Price



Borrow $1200 against $120
Profit

$120

APPL +$10: make $100 APPL Price
APPL +$120: make $1200

APPL -$10: lose $100

APPL -$12: broke



TOKEN ENGHANGES



Normally you go off-chain for exchange
For instant exchange, you can use an Automated Market Maker (AMM)















More tokens you buy, more you pay (slippage)
Buy a lot of tokens, you will pay way too much

Next person can get blue coins for cheap

v
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Mallory tricks Alice into overpaying for something with Alice’s money

Note: simplified and re-ordered



Mallory tricks Alice into overpaying for something with Alice’s money
Mallory sells to Alice

Note: simplified and re-ordered



5X

b/ZXx

Mallory tricks Alice into overpaying for something with Alice’s money
Mallory sells to Alice

Note: simplified and re-ordered



5X

($345K)

b/ZXx

Note: simplified and re-ordered



5X

($345K) ' -

($1.5M)

Convertto BTC

b/ZXx

Note: simplified and re-ordered



5X BTC | ETH

($530K)

($1.5M) °

2/3! 3X

DZX Uniswap

Note: simplified and re-ordered



5X BTC | ETH

($530K)

($1.5M) °

2/3! 3X

DZX Uniswap

Note: simplified and re-ordered



5X BTC | ETH

($530K)

($1.5M) °

2/3! 3X

DZX Uniswap

Note: simplified and re-ordered



EX BTC | ETH

($345K) '

'H‘-k$53OK) °

($1.5M) °

2/3! 3X

DZX Uniswap

($11M) =

($1.8M)

Note: simplified and re-ordered



5X BTC | ETH

FLASH LOAN:
10K ETH ($2.6M) ($345K) °

aYax DZX = UniS\j\;(ap

($530K)

($11M) =

($1.8M)

Note: simplified and re-ordered



5X BTC | ETH

FLASH LOAN:
10K ETH ($2.6M) ($345K) °

dYdX \

($1.5M)

'H‘-k$53OK) °

2/3! 3X

DZX Uniswap

5.5K ETH ™\

($1.5M)

112 BTC
BANK LOAN ——2B8TC . b
($11M)

Compound

($1.8M)

Note: simplified and re-ordered



5X BTC | ETH

FLASH LOAN:
10K ETH ($2.6M) ($345K) °

dYdX \

($530K)

($1.5M) °

2/3! 3X

DZX Uniswap

5.5K ETH ™\

(S1.5M) 6.8K

2BTC iy 4 FLASH

;H:BANKLOAN e eblt
($14M)
Compound

($1.8M)

O.1KTH
($26K)

Note: simplified and re-ordered



5X BTC | ETH

FLASH LOAN:
10K ETH ($2.6M)

dYdX

($530K)

($1.5M) °

2/3! 3X

DLX Uniswap

5.5K ETH *

(S1.5M) 6.8K

6.9KETH , FLASH
BANK LOAN S.9KETH
($1.8M)

Compound

($11M) '

12KETH , 5.5K ETH 112 BTC 01K ETH

($300K)  (51.45M)

Note: simplified and re-ordered



5X BTC | ETH

FLASH LOAN:
10K ETH ($2.6M)

dYdX

($530K)

($1.5M) °

2/3! 3X

DLX Uniswap

5.5K ETH *

(S1.5M) 6.8K

6.9KETH , FLASH
BANK LOAN S.9KETH
($1.8M)

Compound

($11M) '

12KETH , 5.5K ETH 112 BTC 01K ETH

($300K)  (51.45M)

FEES: 0.5 ETH ($135)
Note: simplified and re-ordered



WRAP-UP




A mistake left free tokens in Uniswap. When a researcher tried to redeem them, a miner

automatically noticed it was profitable and modified the transaction and stole the
tokens.

Celebrity developer pushed unannounced pre-launch code to Ethereum and users

noticed it. They used it immediately (despite not knowing what it did exactly), buying up
$15M in tokens. It was then hacked.

“Unaudited” is a selling feature for getting in on the ground floor. A single wrong line in
Yam (v2.0) locked $450K tokens.



Novel techniques

Size of losses are material
Size of losses are growing

No takeaways or conclusions... yet
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Free-Floating

Central Bank Deposit]

Central Bank Withdrawal

Long-term
MSB Deposit/Withdrawal Dependence

Short-Term
Dependence

\

Legacy
~

No Dependence

J

Expansive

Flat ;

_

Distintermed iated)

Double-spend
Prevention

\ Tokens
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Accounts
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CBDC Design Parameters

Centralized
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Partitioned
~

;|<\ Permissioned DLT

Banked Permissionless

Blockchain
\_
Unbanked

Strong
-~

Anonymity | Pseudonymity
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Confidentiality

.

Payments

~

Decentralized Applications (DApps)

. Interoperablity




Would you use a CBDC personally?
Which stakeholders do you expect would want CBDCs? Which do not want one?
What do you expect in terms of privacy?

Any other thoughts...?



