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What is an oracle?
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What is the context? How important it is to the rest of the system? 

An oracle is a bridge or gateway that connects the off-chain 
real world knowledge and the on-chain blockchain network.  

The Oracle Problem is real & still an open problem.



Oracle Problem
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An interface from the blockchain environment to the external 
world is required for many applications.


If trust in this interface is required or if it is a centralized service, 
then why bother to use “trustless” decentralized smart contracts? 



Oracle Use-cases 
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•Stablecoins and Synthetic assets 

•Derivatives and prediction markets

•Provenance systems

•Identity 

•Randomness

•Decentralized exchanges 

•Dynamic non-fungible tokens (NFTs)
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https://arxiv.org/abs/1802.04915

NFT: https://zora.co/shayan/2336



The prophecy of Decentralization
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Systematization of Knowledge (SoK) 
•A comprehensive research  

on the state of oracles 

•A specialized modular 
framework to analyze oracles  

•Systemize the design 
alternatives for oracles


•Attacks and mitigation strategies  

•How to rethink oracle design
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https://arxiv.org/abs/2106.00667



Oracle’s Modular Workflow
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We break the design of an oracle system into modules 
 
 
Each module can be on-chain or off-chain, or in 
different order. But all oracles can be defined using 
these modules



Modular Workflow overview
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•Ground Truth


•Data Sources


•Data Feeders


•Selection of Data Feeders


•Aggregation


•Dispute Phase



Modular Workflow overview
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•Ground Truth


•Data Sources


•Data Feeders


•Selection of Data Feeders


•Aggregation


•Dispute Phase

Interacting with Blockchain


•Off-chain Infrastructure


•Blockchain Infrastructure


•Smart Contracts


Oracle


Data Consumer



Ground Truth
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The first challenge of an oracle designer starts with a philosophical 
question: 

• What is the truth?

• Is the truth objective or subjective? 

• As an example, what is the real price of Ethereum to you?


  —  —  —  —  —  —  —  —  —  —  —  —  —  —  —  —  —  

We try to solve: 

• What  is  the  best  way  to collect  raw  data  from  sources  and  
aggregate  them  to  have  a reasonable data quality?




Data Sources
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Passive entities that store and measure the representation of the 
ground truth.  
 
Common types  of  data  sources  include: 

• Databases & API

• Sensors

• Humans

• Smart contracts 

or a combination of them




Data Feeders
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Entities who gather and report the data from the source to the 
oracle system 

Security Provisions:


• Source Authentication


• DECO, TLSNotary — HTTPS Schema


• TownCrier — Intel SGX


• Confidentiality


• Non-Repudiation



Selection of Data Feeders
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Select legitimate data feeders and weed out the less 
qualified participants  

•Centralized (Allowlist) Selection  

•Decentralized (Allowlist) Selection 

•Voting 

•Staking 

•+Random



Aggregation Phase
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The process of synthesizing the selected data feeds into one single 
output 


• Statistical Measures

• Mean / Median / etc

• Weighting methods (Time, Volume, etc)

• Random selection 

• Expiration Date and Stale Data 



Dispute Phase
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Safeguards the quality of the final output and give the 
stakeholders a chance to mitigate inclusion of wrong data 


•Provider-level v.s. Data-level Vetting  



Dispute Phase (continued)
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Determining the Truth


•Statistical approach (+ Stake)


•Voting (+ Stake)


•Arbitrage (For exchange rates between two on-chain tokens)



Dispute Phase (continued.)
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Consequences for Incorrect Data 


•Revert or Correct


•Impacts finality of data

Consequences for Data Feeder


•banned, slashed, reputation loss, or no consequence



Classification of the 
current Oracles
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Now the dark forest
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Interacting with Blockchain


•Off-chain Infrastructure


•Blockchain Infrastructure


•Smart Contracts


Oracle


Data Consumer



Off-chain Infrastructure
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•Monitoring the Blockchain (for request- response oracles)


•Connection to Data Source 


•Data Feeders Network 


•Transaction Creation


•Secure private key & signing


•Positive balance for gas


•Dynamic gas fee
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Blockchain Infrastructure
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•Blockchain Node

•Synced and available 

•Block Creation

•Front-running attacks

•MEV


•Consensus

•Uncle Blocks (EtherRoll reorg attack)



Oracle Interaction Models
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•Feed (e.g. MakerDAO Oracle, Chainlink price feed)

•Publishes the data for others to use 

•No additional transaction needed to fetch the data

•Uses an interval to update data  

•Request-Response 

•Similar to a client-server API request on web2

•At least 2 transactions 

•Subscribe-Response 

•Similar to Request-Response, but request doesn’t need to be a transaction

•Off-chain agreement (e.g. API3), event subscription
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Oracle’s SmartContract. 
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Can include:

•Data feeder selection 

•Aggregation mechanism

•Dispute resolution


Additionally:

•Data feed storage

•Authenticate Oracle’s response

 

Possible issues: Implementations Flaws & Governance attacks
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Data Consumer Smart Contract
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The final point in the oracle workflow 


•Essential to use oracles with multiple data feeders and a proper aggregation 
methods 


•Compound, CoinbasePro incident 


•Verify the request properties (SLA)


•Authenticate the Oracle

•Nexus Mutual issue
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Food for Thought
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•Oracles use their governance token for Staking, two necessary conditions:

•The market capitalization of the token stays material

•The token is evenly distributed.  

•How to incentivize on-chain oracles for use-cases with no direct revenue? 
(Weather data) 

•Diversity in software promotes resilience in the system. If one project is the main 
Oracle, failure within that one project causes cascading failure across the 
ecosystem 

•One can never capture the full extent of Profit from Corruption 



Get in touch: 
 
              Twitter: @sbetamc 
 
               https://shayan.es 

               shayan@ethcap.co

Thank You
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